Abstract-Currently smartphones have been acquired by a big segment of the population, their capabilities have been increased. Nowadays, it can be found different functionalities and sensors included in these artifacts. Therefore, a lot of studies can be extracted from users which have one of these devices. In this paper we present a new methodology that uses the information obtained from the sensors of smartphones in order to use the generated information as digital evidence. The methodology developed allows the gathering of information by using in conjunction with the accelerometer, gyroscope, GPS, step counter, and the date and time stamp. These data can be used for the detection of motor activity and unusual movements. The study shows that the proposed methodology is a viable option to be used as digital evidence in criminal cases.
I. INTRODUCTION
Nowadays, many electronic devices, especially smartphones, are widely used by a big number of users for various proposes. In addition to a simple phone call, most of users are using these devices in order to store and maintain important data (e.g. personal information, calendars, photos, office documents); moreover, there are applications that allow the instant messaging, social networking, email and Internet browsing. On the other hand, during investigation processes of many cybercrimes, smartphones are used as main evidence in scenes of crime. With these devices a forensic investigator can get information to keep track of call records, chat messages and activities on the device in order to know what happened. This evidence is very useful in tracking off guilty or criminals involved in cybercrime [1] [2] [3] . When a mobile device is used, there are three areas which store the information [1] : (i) the SIM card, the device memory, which store information created by users (e.g., text messages, photographs, media) and (ii) the device memory. The data used as evidence is collected from the most popular applications and components of the smartphone (i.e., pictures, chats, e-mail); however, there are a lack of research oriented to analyze the data provided by other components during the use of smartphones, and the use of these data as a tool for recognition of motor activities in digital evidence.
Related to the solution presented in this paper, the approach presented in [4] , is focused on the use of intrinsic and physical characteristics of smartphones to build a smartphone fingerprint that allows the identification of devices. Moreover, that study shows how to generate a specific fingerprint to distinguish and characterize each smartphone. In particular, the accelerometer, gyroscope, magnetometer and audio system (microphonespeaker) to create a composite fingerprint based on a set of its distinctive features. Several experiments have been carried out, analyzing different methods of classification, combined configurations of diverse characteristics and operative scenarios. Then, the research presented in [5] proposes a smartphone application capable of identifying a set of user activities and infers a synthetic interpretation that could be useful for forensic analysis. It is based on the sensors of the smartphone as the accelerators of three axes, the microphone and the GPS. The document also identifies a list of application scenarios, where some dangerous situations are recorded in which the device recognizes different relevant events detected in order to generate a schedule of events.
As it been presented, there are solutions for the detection and reporting of user's behavior through their mobile devices or gadgets [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] , these solutions do not consider some criteria for the activity detection like i) climbing stairs and ii) going down stairs; also our solution uses other methods to collect the information in addition of the accelerometer sensor and GPS, our solution obtain the data of i) accelerometer, ii) gyroscope, iii) steps counter and iv) altimeter. Therefore, in this paper we propose a new methodology, which is focused on extracting information according to the motion activity of the user in the device; gathering digital information from different sensors like the gyroscope, accelerometers, altimeter, GPS and step counter application, for the detection of motor activity and unusual movements.
The paper is organized as it follows. In section II the description of the system is presented, in section III the numerical results are shown. Finally, in section IV the conclusions of the study are presented.
978-1-5386-3894-1/17/$31.00 ©2017 IEEE In this paper, an unusual motor activity is defined as an action of the victim that could provide important information, but not determining about the motor activity of the person in case a forensic investigation related to a crime. For example, if an investigator needs to solve a case where a victim was attacked while it was having its morning running that usually takes an hour to complete, all the stops that the victim made could be taken as possible times where the attack occurred, so the investigator can concentrate all his efforts in these moments that could add just a few minutes of the entire hour. It would be very difficult, nearly impossible, to exactly determine only the times a victim suffer some kind of assault because of the irregular motor activity of the human being, but you can reduce the incomes by using the application. An application capable of gather data from the sensor of the smartphone, and that information is used in order to obtain three important characteristics about unusual activity of the user: (i) A detection of unusual motor activity, (ii) graphic reconstruction and, (iii) date and time stamp. The application is presented as a solution with a processing data in real time, it means in the same device while the application is in execution. The application uses the sensors explained in the Table I according to the Android operative system. For the detection of the unusual motor activity, the application uses the data provided by the accelerometer of the smartphone, the program compares the recorded data in the accelerometer, specifically the resulting acceleration, with a threshold value.
The resulting acceleration is defined as the square root of the sum of the squares of the components of the acceleration, and mathematically expressed as:
Where, is the resulting acceleration, is the component of the acceleration in the x-axis, is the component of the acceleration in the y-axis and is the component of the acceleration in the z-axis.
The application uses the equation of the resulting acceleration constantly, and only obtains the GPS data if the resulting calculated acceleration is greater or equal to 20 which represent a threshold. The algorithm detects if there was a sudden movement, regardless of the activities performed, the threshold of 20 was obtained after performing several tests with different activities (climbing stairs, lowering stairs, standing, running, walking) and in different mobile phones, in all activities except running, the acceleration never exceeded the threshold. Since the activity of running exceeds the threshold, another condition was added to be able to detect only when the person was running and stopped abruptly.
For the graphic reconstruction, the application uses the GPS, this information is not registered continuously because that information could be a privacy violation, so the recording of that data is restricted just when the accelerometer data show any abrupt activity. Is indispensable also obtain information about the orientation of the device and its horizontal and vertical displacement, for this purpose is necessary to use the gyroscope of the device.
Finally, the date & time stamp to the unusual activity is recorded in order to locate the occurrence of the event.
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Signals of the , and components of the accelerometer when performing a) climbing activities, b) going down stairs, c) standing, d) walking and e) running, with sudden movements.
III. NUMERICAL RESULTS
Three different cellphones were used in order to prove the efficiency of the detection algorithm despite of the device where the app is running, a Samsung Galaxy S5, a Samsung Galaxy S4, and a Samsung Galaxy Ace, in all the devices the app behave in the same way detecting the same unusual motor activity in the same scenarios. The information from the sensors was recovered and processed by the desktop application with similar outcomes in the recreation of the victim's trajectory for all the devices. These tests were carried out by two individuals who tried to recreate the same sudden movement for all the scenarios (climbing stairs, going down stairs, standing, walking, and running).
Several tests were made according to the following criteria:
• Climbing stairs
• Going down stairs
• Be standing
• Walking
• Running
The characteristics obtained were: kurtosis, skewness, mean and standard deviation. It could be seen that it is not possible to establish a general pattern from these values to characterize the signals with or without sudden movements, this is because there is a notable difference in values according to the type of activity performed. In other words, these characteristics do not represent a valid argument to be able to detect the existence of unusual motor activity no matter the type of realized activity; so we chose to analyze the components , and of the accelerometer; and in the resultant graph there are peaks, positive or negative, as a result of sudden movements of the activity performed as we shown in the figure 2.
To identify the unusual movements, we worked with the resultant acceleration obtaining the results presented in figure 3 . Fig. 3 .
Graph of the resultant acceleration when performing a standing activity with sudden movements.
After performing several tests of the activities with sudden movements, it was possible to define a threshold value for the acceleration that can characterize a sudden movement (20 ). This threshold value of the resulting acceleration is very useful since it is not only used in this algorithm as the main parameter for the detection, but also for the real-time processing of the mobile application in order to activate the GPS.
In addition to the threshold value, another condition was proposed to be able to distinguish a sudden movement at the moment of performing activities similar to those of running in which there are several values of the result greater than 20 .
It was determined that after a sudden movement there is a large number of samples smaller than 20 as can be observed in figure 4 , with this characteristic it was possible to implement an algorithm that can distinguish a sudden movement of any other type of activity or movement. For the detection of sudden movements, two sets of tests were performed. The first set was performed with the activities of running, walking, climbing, lowering steps without sudden movements and the second set was carried out with the same activities but with sudden movements. In table 2 we can observe the percentage of effectiveness that the algorithm has for the different activities performed without sudden movements. Running 100
Average 100
In Table 3 we present the percentage of effectiveness that the algorithm has for the different activities carried out with sudden movements. For the tests performed an average accuracy of 93.33% was obtained. This value will depend on the types of movements or activities that are carried out In order to verify the correct operation of the application, several tests were carried out in different places. The tests were carried out with the mobile phone in hand as well as placed in one of the victim's front pockets, places where the smartphone is commonly kept.
For the reconstruction of the trajectory we used the data of components , , of the accelerometer, the Azimuth angle obtained by the gyroscope, the height obtained by the altimeter and the step counter. The , , components of acceleration were used to verify whether the person was in motion or not. The Azimuth angle was used to obtain the and components of the victim's trajectory and the height was used as the component of the trajectory, once the three components were obtained, the trajectory performed by the victim was plotted in 3D according to the displacement obtained by the step counter. Figure 5 shows the trajectory performed, the beginning of the trajectory with the letter "I" and the end with the letter "F" is shown, the recreation of the trajectory realized in that place can be seen in Figure 6 and the GPS result is presented in Figure 7 . Fig. 5 .
Graph of the site of the test. IV. DISCUSSION After being exposed in the different sections of the present investigation, it can be confirmed that the main concern is related to the acquisition of data of a smartphone. These devices have a large number of sensors and methods to provide a variety of information. It makes them potential sources of digital evidence. The correct selection of the sensors according to the needs and objectives of the scenery represents an important part of the research. Therefore, it allows the development of tools and the obtainment of relevant results that can be used during the digital forensic analysis.
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The application is mainly focused on scenarios in which it is necessary to carry out a forensic investigation for the clarification and reconstruction of the facts. The word "victim" refers to a person who has suffered a damage because of a particular action or event that in the context of this paper can be related with the person's motor activity. As mentioned earlier, the application may not exactly determine the occurrence of a crime but it could provide a starting point for the investigation and reduce efforts, resources and time. The application may be installed on the mobile phones of people concerned about their personal security and who would like to expedite the forensic investigation process after have been victims of an attack or crime.
V. CONCLUSIONS
An important aspect of the algorithm for detecting sudden movements is that it can be obtained positive results regardless to the type of activity that the victim was performing when an incident occurred, (e.g., it was shown that when the victim remains static, walking, running, going up or down stairs, the detection was successful). This is because the resulting acceleration, in addition to summarizing in a single magnitude the three components referring to the axes of the smartphone, allows the measurement of the user's movement and more so in the face of the occurrence of unusual activity. It has been attempted to extract characteristics of the three linear acceleration signals obtained by calculating other mathematical and statistical measures in order to strengthen the algorithm. However, it was determined that the results were not conclusive since they do not demonstrate the occurrence of some unusual movement, justifying itself, the use of the resulting acceleration as the only parameter for detection.
It is concluded that as for the algorithm for the graphic recreation of the trajectory of the victim in three dimensions, it can be said that the results obtained have a high degree of accuracy and precision. Firstly, instance it was thought to use the same data of the linear accelerations of the three axes of the device in order to obtain displacements by means of a double integration; however, and after a careful investigation on the subject, it was decided that this was not the way to take due to the error that can generate a numerical integration in the results [16, 17] .
The use of GPS was also omitted in order to avoid erroneous recreations in indoor environments. Finally, the solution rested again on the acquisition of data from the smartphone, this time we opted for the extraction of angular information regarding the orientation of the device in addition to its height with respect to sea level obtaining positive results in the implementation of the algorithm with these dates.
Finally, we had special care during the extraction of information about the geolocation of the victim, restricting the acquisition of GPS coordinates only to the detection of unusual events. This was an issue of importance when implementing the Android application in order to avoid a violation of the privacy of the victim. Also, it has been optimized the storage system since all the information collected from the sensors is stored in text files and after a prolonged use of the application, it can generate an overload in the internal memory of the device. Then application delete files when there is not unusual activity recorded by the victim.
VI. FURTHER WORK
Planned as future work and improvements include the creation of a cloud database where all the data of the victim can be stored in real time so it can be recovered later even if the application was deleted from the mobile phone. The creation of cloud server functions in order to send notifications to other people interested in the victim's state will be also a major improvement for the application, this notification could be enriched with the geolocation of the victim at the moment where unusual activity was detected facilitating the task of providing first aid. Big data analytics could also be included as future work so the data of every user can be examined and correlated with other users data in pursuance of improving the specific and unusual activity detection algorithm. Finally, the iOS version for the application will be created and improvements in the user interface will be made.
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